Capames,
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v’ Halla rnaBHas 3a4avya — COXPaHHOCTb BalUUX AeHer U
JIMYHbIX AaHHbIX

v" Mbl NOCTOAHHO B/I0KMPYEM HOBbIE YrPO3bl U UCMO/b3YeEM
CamMble COBPEMEHHbIe CpeACcTBa 3aLLUTI

v' Ho caman HapgéxHana 3almuTa — 3TO Balla
0CBeAoMNEeHHOCTb, 64UTEeNbHOCTb U OCTOPOXKHOCTD!

PekomeHpgauuu
no 6esonacHoOCTU

% C6epb6aHi

Balua 6e3onacHocTb Ounal 5

3aLWTUTe Ceba 11 CBOUW AeHbIN

Bcé o knbepbesonacHocTm
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Mbl BCcerga Ha CBA3MU

CTONKHYAUCL C MOWEeHHUKamU? CpoYHO 3BOHUTE:

(oF B M0O6UALHOM NPUNOXKEHUU
° HaxmunTe MKOHKY TefiedpoHa B IEBOM BEPXHEM YTy

Ha Homep 900

C mobunbHoro Te!'le(I)OHa, 3BOHKM no Poccum becnnatHble

G@ﬁ Ha Homep +7 495 500-55-50
AR 3BOHKOB M3 Nt060I TOUKM MUpa, No Tapudam onepaTopa

Cnocobbil
obpaTtHOM cBA3MK

Cbepba

Bawia 6e3onacHoCTb Omnaih

3aLWTUTe Ceba 11 CBOUW AeHbIN

Bcé o knbepbesonacHocTm



CoobueHune o
MOLLUEeHHUYyecTBe

Bcé o knbepbesonacHocTm
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JNasaute 60poTbcA
C MOLWEHHUKaMM BMecTe

Bbl CTONKHYNMCL C YEM-TO NOAO3PUTENBHBIM —
Hanpumep, 06HapPYXUAN NOAAENbHBIA CAUT UK
aKKayHT B couceTax ¢ norotunom CbepbaHKa?

Nnu ctann cBnpgetenem AenCcTBMM MOLLEHHUKOB —
Hanpumep, OHWN NoA, BUAOM COTPYAHUKOB NO3BOHUM
BallMM POACTBEHHUKAM?

Hanuwunte Ham, mbl npumem mepbl.

https://www.sberbank.ru/ru/person/dist services/warning/form



https://www.sberbank.ru/ru/person/dist_services/warning/form

MoOLwWweHHUKn n
KOpPOHaBUpycC

Bcé o knbepbesonacHocTm
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OCTOpPOXXHO: MOLWEHHUKNU UCNONb3YIOT
Temy KOPpOHaBUpPYCa KaK NPUMAHKY

= Ecnu BMAMTE B NOYTE NMUCbMO CO CIOBOM «KOPOHAaBUPYC» B
Teme, byabTe OCTOPOXKHbI M HE NepexoauTe No CCblIIKam —
TaM MOXET OKa3aTbCA CanT-N0BYLLKA.

" BHMMaTENbHO NPOBEPANTE CCbIZIKN B MUCbME, 0OCOBEHHO
KOpOTKMe. He ocTaBnAnTe CBOU AaHHbIE Ha
NOA03PUTE/IbHbIX CanTax.

= [loBepAunTe TO/NIbKO 0dULMANbHBIM aKKayHTam CbepbaHKa B
couceTAx U He coobuwarnte HUKOmMy naponm ns CMC um
HOMepa KapTbl — MOLLUEHHUKKN YacTo NULIYT OT UMEHM
CbepbaHKa.




Mpasuna anyHomn
KnbepbesonacHoctu

Bcé o knbepbesonacHocTm

& CBEPBAHK

Mpasuna amuHou KubepbesonacHocTH

3TM NPOCTble NpaBUIa AO0MKEH 3HATb KaxKAbl, KTO He Xo4eT
6bITb 0OMaHYTbIM U AULINTLCA AEHEr

Y3HaunTe 0 pacnpPOCTPAHEHHbIX MPUEMAX 3/1I0YMbILLJIEHHUKOB U
He gante nm cebs obmaHyTb
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lnaBHble NnpaBuaa NMYHOMU
KubepbesonacHocTH

He coobLuaiiTe HUKOMY He nepexogute no Mcnone3syiiTe TONbKO
csow naponu, MNH- 1 CVV-ko bl NoA03PUTENIbHBIM CChITKaM: oduUManbHbBIe NPUAOKEHUA
1 Kogbl U3 CMC. [laxe COTpyAHMKaM MOLUEHHWKW MOTYT 3apa3iTb BaLl 6aHka B App Store, Google Play u

6aHKa KOMMbOTEP WX TenedoH BUPYCOM 1 Microsoft Store

YKpacTb Ballk AaHHBIE

Mpasuna anyHomn
KubepbesonacHocTH .: 000 —
o000

00 v
o [ —

Mcnonb3yTe aHTUBMPYCI. CoobLynTe 6aHKY 0 CMeHe HoMepa MpoBepAlTe peKBU3UTLI NePeBOA0B
MpunoxeHve CoepbaHk OHNalH Ha MOBWNBHOIO: eCTb PUCK, YTO BaLLW 1 Nnatexen, KOTopble NPUXOAAT B
Android nMeeT 6ecnnaTHbIRA JaHHble nonagyT HoBoMY BnajenbLly CMC oT baHka
aHTUBUPYC

Bcé o knbepbesonacHocTm
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OdunumanbHblie Homepa CbepbaHKa

C6epbaHk otnpasnsetr CMC Tonbko
c Homepos 900 n 9000

pGark npGEoaNT
C Homepa 9000 baHk NpoBogMT CMC-0Npoc 0 KayecTBe SMEONROT RIS
06CYXUBAHUA 1 NPOBOAUT aKTyanu3aumo AaHHbIX.

CooblLeHVe MOXeT CodepXaTb CCbUIKY Ha nopTtan LeHTpa
HeABXMMOCTU C6epbaHka Domclick.ru vnu onpoc CéepbaHka.

Mpasuna anyHomn
KubepbesonacHoctu

an ncnonb3oBaHUM 6aHKOMAaTOB

e [IpUKpbIBaiiTe KNaBMaTYypy PYKOIA, koraa BBoAUTe
MNH-koA

e He NpuUHNMaiTe NOMOLL OT He3HAKOMLEB,
HaxoAAck y 6aHKOMATa, 1 He CoBepLUaiTe onepaunn
noJ ANKTOBKY

e OcCMOTpuUTe 6aHKOMAT Mepes UCNoNb30BaHNEM
N y6eanTech, YTO Ha HEM HEeT NOA03PUTENbHbBIX YCTPOACTB

Bcé o knbepbesonacHocTm



Mpasuna anyHomn
KubepbesonacHoctu

Bcé o knbepbesonacHocTm
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Monb3yurtecb ycnyramm 6aHKka 6e3onacHo

YTO HY*KHO 3HATb NPU UCNONb30BaHUN GUHAHCOBbLIX CEPBUCOB

WHTepHeT-0aHK

.ﬂ

BaHkomaTel

[\

TenedoHHbIE MOLLEHHUKM

baHkoBckan ka pTa

Mceenobpokepsl M NCEBAOANNEPLI

Cepewnc CMC-baHk

CMC- 1 email-moleHHnYecTBO



% CBEPBAHK

Kak 6e30nacHO NoaAb30BaTbCA
UHTEepHeT-6aHKoOM

NHTepHeT-6aHK CoepbaHK OHNaMH — yaobHbIN 1 6e3onacHbIi cnocob coBepLuaTb
H6aHKOBCKME onepauunm Ha KomnbtoTepe, 6e3 BU3nTa B 6aHK. YToObI 3aWLUTUTL cebsa
OT MOLLEHHMKOB, A0CTAaTOYHO cobntoaaTh NPOCTbie NpaBua:

® Hukomy He coobllanTe naponu AnNA BxXona B

E-@L:l CGepBank OHNalH

JNaxe ceoum BNu3kMm 1 coTpyaHUKaM BaHka.

lNpaBuna nonb3oBaHUA

@ Y6eguteck, 4T dagpecHanA CTPpOKa Ha4MHaeTCA C
UHTEepHeT-6aHKOM npecbukca https:/
JT10 03Ha4&aEeT, HTO YCTaHOBNEHD 3allHWULEHHOE
COEAHMHEHKE
@ Hwkorga He BBOgMTE naponv gnA oTMeHkl
onepauuA
29

(00 3TOM MOTyT NONPOCKMTE TONBKO MoLWeHHKMEW. Ecnu
Bbl € 3TMM CTOMKHYMWCh, NOKMHLTE CART W CPOYHO
obpaTuTeck B DaHK

® CTtapafTeck He None3oBaTekcA BeG-BepcUen
CHepGank OHNanH ¢ mobuneHoro TenedgoHa
@ HanmHoro yaobHes ncnone3oeate MobunsHoe
MNpUOGKEHUE

Bcé o knbepbesonacHocTm
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Kak 6e30nacHO NoaAb30BaTbCA
UHTEepHeT-6aHKoOM

NHTepHeT-6aHK CoepbaHK OHNaMH — yaobHbIN 1 6e3onacHbIi cnocob coBepLuaTb
H6aHKOBCKME onepauunm Ha KomnbtoTepe, 6e3 BU3nTa B 6aHK. YToObI 3aWLUTUTL cebsa
OT MOLLEHHMKOB, A0CTAaTOYHO cobntoaaTh NPOCTbie NpaBua:

® HUecnonesyiTte ToNeKO othrUHaneHBIA CanT
o CBepbank OHNaWH
@ CoxpaHuTe 3TOT agpec B 3aknaakax
Gpayzepa (NOCMOTPETL NPMMEPE! CAATOB-NOA4EN0K
MOHHO HH#HE)

MpoeepAlTe pekBUa2UTEI onepauyn B CMC ¢
OOHOPA30EBIM Naponem oT HoMepa 900

Ecnu peken3nTel He COBNaGA0T, TO TAKOW Naponk
BEOAMTE HEMbL3A

lNpaBuna nonb3oBaHUA
WHTEepHeT-6aHKOM

Wenoneayite aHTUBUpYC

PerynApHo genaiTe NoMHyH NPOBEPKY KOMMNLIOTERa
NporpaMmMoi-aHTUBMPYCOM. Yo TaHoBUTE
aETOMATHYeCckoe 0DHOBNEeHWe aHTMBMPYCHBIX Dasz 1
ONepauUWoHHOA CUCTEMEI

Ona exona B Coepbank OHNANH HYXeH TONBKO
NOrMH, NMYHBIA Napons AWM oaHOpazoBeIW u3 CMC
Ecnu Ha caiTe 3anpawvearoT Ny gpyryo
nepcoHanbHy o MHGQOPMAaLWD, HaNPUMER, HoMep
0aHKDBCKOR KapThl MK mobunsHoro TenedoHa,
MOKWHETE CANT M Cpo4HO obpatuTeck B OaHK

Bcé o knbepbesonacHocTm



lNpaBuna nonb3oBaHUA
WHTEepHeT-6aHKOM

Bcé o knbepbesonacHocTm
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KaK pacno3sHaTtb caut-«noapenky»?

Mo paanuuHEMK NPeANorama
3ANPALUMBABTCA HOMED
moBuneHoM Tenedona

Onepaumus MOXeT NPOBOAMTLCH

B HE3SLUMLLIEHHOM PENGAME (MKOHIN ALPEC MOXET HE COBNEAATE

Gpaysepa, ykaswisaiowwme Ha paGoty ¢ othvuMansHeiMy agpecamn «CEepGaric
B 38LLMLLSHHOM PENUME, He BKTUBHbI) Owinaiixe (online.sberbank.ru)

MoryT orcyrcraosars unm Gems
HEAKTUBHLIMMA CCLINKKA HA HEKOTOPLIS
pasaents! caiTa, HaNPMMep No Mepam
6OpE6il G MOLLIEHHWHECTBOM

PexBuianThi, HOMBPE KOMTAKTHLIX
TanedoHOB MOTYT HE COBNaAaTL
C UL HANBHBIMIA:
+7 (495) 500 55 50

8 (800) 555 55 50

Mog paznuqHLIMK NPEANOramMIA
sanpawwsaercA CMC-kog no onepauym




lNpaBuna nonb3oBaHUA
WHTEepHeT-6aHKOM

Bcé o knbepbesonacHocTm

NMpume

pbl PULLIMHIOBbLIX CAUTOB

% CBEPBAHK

Ofparire sHiMaHNE - MOMED MOGUNLHOD Tene dona ssoanTca Ges koga crpav\

W

- " CrmmaHmte. )
il

pbauk OHN@iH»
fis"

Meps: G230NacHOCTH NDH MCNAMEI0BAHIN CUETEME! "CHepBanx Onll

O prckax Npu AUC TAHLNOHHONM BaHKoBC KoM 08¢, fBAHIN

B oncteme «Cheplank OHN@ins Bot mowaTe CROMMN | REpTaMM, W AN L@ Takwe AnaTeN
nepesons yapes Mntepket Ans goctyna & cucteny Bam neol NOMnT nonk M Naponk. Be MoNETE 370 Cagnate 2
cnocofant

» CNOMOMLX BaHEORCKOR KapTH Yepea yCTPOACTES Camoolc c 3 Poctuw (cnncox yeTpoil cTg),

. Mod OaHKas. SMS-coofierne Ha HoMBD 900 (WNK Wa womepa <7 926 2000 900, «7 916 572 3900) ¢ rexcrom. Parol xoo

{rae oo - nocnegHne S undp HoMepa Bawed kapTe). B peayneTate Bam npuaet napons 8 SMS Hanee ne
KowTanrhoro uenTtpa Clepbarna Pocomn =7 (485) 500 5550, & OO 555 5550 w nomywTe WAEHTHHKSTOD NOMLI0EITENA

OnA Tore wTodiel 330TH B CMCTeMy <COeplank ORNGEAN & pERUME, Heod ¥ Hulit gorosop O

ofic o 80T Cleplanka Puu:\m

B uensx Sezonackors wenone3oaakun yemymn «CdepBank OnN@ans Exoq MOMET OoNONHNTENEHO NOOTEEPHOETECA GaH0pa30RWM Napanes. Ina Toro
U108 NONYYHTE OQHOPAIOBA NPONG:

- p afiTe ueK C wepea b " Tep! n O Poccn ¢ Bannoscxod kapTel. OuH vk cogepwnt 20 0aHOPEI0ELX
napone;

& NPW EXOE B CHCTEMY HENMNTE H3 KHONKY «SMS-NaaTeepwaeHIEs U Bol SMS-coob gC . &CNiH Bl NOAKMNEH K yenyTe
MoBinoHsit Gamk.

Ecnin Bl 3abisinm wnn i W, TOp Nofk:

W NEPONK, TO Bl MOXETE NOMYUNTE HOBKIE HANOMMUMEIM OTpa30M (MPEXHME NIAPONN 0
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Mpumepbl GPULLMHIOBbLIX CAATOB

@)oo voc netescien]_togonLogen sspiest. .||

2 C6epﬁa@

CbepbaHk OHJI@HH —

[TPOCTO, 6BICTPO, 6€30IacHO!

lNpaBuna nonb3oBaHUA
WHTEepHeT-6aHKOM

HOBOCTU Bxog Ha NUYHY0 CTpaHuLly

Pexouengaumn no unopraunonHon Gesonackocrn

07 uonBips 2011
EHUMAHMIO KTWEHTOB

BANEHEBOCTOYHOMO
BAHKAN

B £BR3 £ NpoBensHIEn

nnanoss pabor ¢ 15.00 08 WaenTtudukaTtop nonsiosatens;
woROpa Ao 02100 09 vosbps
{Bpema Mockoackoe), ne Byger |
ACCTYTHO FAUEHIE KPEQUTOB

no scemy TE, MNapone:

25 cernmadpa 2011
BHUMAHWE KNWEHTOB
[ Koro

EBEPO-KABKA3C|
BAHKA
Hauimas ¢ 25 centatips 2011 PANEE

T (B HECKONBLKD 3Tanos) Gyder

npowIseneH Nepeson

KTIEHTOB HE DGHOBNEHHYD

BEPCID CHC Tensl Chephar -

Bcé o knbepbesonacHocTm



lNpaBuna nonb3oBaHUA
WHTEepHeT-6aHKOM

Bcé o knbepbesonacHocTm
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Mpumepbl GPULLMHIOBbLIX CAATOB

= Suzexc 'ﬂ_- om0 Y ‘!’E;?&‘ q . er.ﬂl Moccns o +1 {145 [Euso 30.85 - e 4169 -
) et fstef inock et fesClent]_LogenLogon, aspTRe. . T : — mp v Crpawms s Besonsowcrs + Cepec i 28

C6epbaHK OHJI@HH —

IIpOCTO, 6BICTPO, 6€3011acHO!

3anpoc Homepa MOBHNLHOTO TenedoHa o CebiNKoii Ha owmbky AocTasku SMS 1
) 0 NOAKNIOUNTL YCnyry MoBunbHbin 6ank — Bank He sanpawnsaet

MWummWw BXx0pa B
HOBOCTU NN4HBIA kabuHet

T IO OS¢
07 Hon6pA 2011
BHUMAHWIO KNUEHTOB Ona Tore, utoBu soity 8 CBepBank OnN@in, nogrniousd yenyry sMoBinnsssih Banxs
DANLHEBOC TOYHOTO
BAHKA!
B cann ¢ nposeneHen

nnaxossix pador ¢ 15.00 08
woRGpa no 02 00 09 worGpa
{Bpena MocxoacKoe), He Bmer
AOCTYTIHO TBILIEHIE KPEMTO focramn SMS we somom s Kagra, 110 XoT0DoH Gnil OCYWET ToneH B B CHC Tenry, He
nogrniouess K yenyre eMobunee.sl Gaee Yoy npepocraunsercs Becnimamio

Baeaute HoMmep TenedoHa:

Hawman ¢ 25 centabps 2D

r (B HeCKONLKO 3Tanos) Gyger
NpoNIBEaeH Nepesoq
KIAEHTOR HA DEHOBMEMHYKD
aepmno cucTems: CBepbank

L B wasadt saneus
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Mpumepbl GPULLMHIOBbLIX CAATOB

L\ '] CbepbaHk OHJI@UH —

IIPOCTO, 6BICTPO, 6e301macHo!

HOBOCTH Bxoa Ha nuuHyio cTpaHuLy
NMpasuna nonb3oBaHuA O i R T
BANBHEBOCTOUHOMO

BAHKA! 1, OnAaexopas Cuepom OHM@iin CHETEMA HIROIA He unpaumlaer HOMER lpe.nn'rhoﬁ KApTS 0 ppm

WHTEepHeT-6aHKOM L

Aexabpa o 02:0007
Bexalbps (epema
Mocxouckoe), e Gyner
[BOCTYTIHG FAWEHNE KRAOHTOR
no ecemy TE.

08 womtips 2011
BHAMAHWE KNHEHTOB
CEBEPO-KABKA3CKOro
BAHKA

Hawmnan ¢ 08 woalipn 20111
(B HECKONbRD ITaNoR) Synet
NPOHIBEREH NEREEOD
KIMEHTOR Ha DOHOENEHHND
£2pCNI0 CHCTeMB Chepianx
OuN@iy. B HoBoi BEpCHM
CHCTampd Ban GyayT JocTynHb
ONOMHUTEMEHEIE HYHKLIN,

CﬁeﬂﬂaHK MOMET 3ANPIWHEITL MEPONI ANA OTMEHE OﬂeDaIJ.HII 8 COepSasin ONN@itH 8 caAzu £
NpOBEEHTEN TEXHNIECKT PABOT Ha CTOPONE UNEPaTOpa LEA.

. Onm Tore yroel oTMERUTE cwn b ONSpAYNK BRETHTE Sﬂs-nannm. B NONE W HERMUTE KHOMEY
Wlm' TN TERCT Mmgﬁwnﬁ mum HQIIDHH! nmsu‘ru nlﬂum

Clenfane OulliGin P L R T e VR, T R ¥

Bcé o knbepbesonacHocTm



% CBEPBAHK

Kak mOLwWeHHUKUN KpaayT AeHbru C
nomolLubio dpuwinHra. Cxema 1

® %—07
@OO-@°@®

16

npaBMna NO/1b30BaHUA Knaccmnyeckas cxema MoLleHHK4YecTBa

WHTEepHeT-6aHKOM

Bcé o knbepbesonacHocTm

DUWWHIOBEIA CalT

3NoYMBILLNEHHWE Ha Pa3NU4HbIX pecypcax

OT COUMANEHEIX CETEA W 3NEKTPOHHOM NONTHI

[0 00bl4HbIX HOBOCTHLIX CaNTOB — 3acTaenAeT Bac
HaKaTb Ha CCbINKy, BEAYLLYH Ha (PMLLWHIOBLIA calT.

Bl nepexoguTe Ha NOAAENEHLIA CAMT, KOTOPLIA KONWPYET
OW3aiH U coaepaHWe U3BeCcTHOM canTa.

OpHopasoBeii SMS-napones

3noyMBILLNEHHUKY HYHKHO y3HaTh ¥ Bac ogHopasoBeii
SMS-napone 4nA NpoBegeHwa onepauun, Kak npaemnao,
MOLLEHHMK 3B0HMT Bam Ha TenedioH v npeacTaenaeTca
COTPYAHMKOM BaHka 1 npocbDamu UNK yrposamu
3aCTaBNAET NPOAWKTOBaTE eMy Balw ogHopasosblin
napons.

I'Iepcouanbuhle AaHHEle

Ha noggensHom calite Bac moryT nonpocuMTs BBECTH
WaeHTUdMKATOPEl M Naponu, MoBKuneHEIR TenedioH

1 Apyre NepcoHanbHble AaHHble, Heobxoaumble
MoLLEeHHKWKaM AnA obmana. [N 3aMThl OT MOLUEHHMKOB
B «CHepbank OHNaiH» npegycMoTpeHo NoATEepHOeHe
HHHAHCOBLIX ONepayWid 0OHOPA30BEIM Naponem,
KOTOPEIA OTNPaBNAETCA BMECTE C PEKBM3UTAMW CaMOii
onepayuy. HeoGxoguMmocTe NOATEED:KAEHNA onepaLum
oAHopasoebivM naponem otobpaxaetca B «Chepbadk
OHNaiH® NpY COBEPLUEHWM ONepaLMK.

He pasrnawaite HUKOMY CAHOPA30OBEIA Naponb

Mo3ToMy 0QHOPA30BLIA NAPONb 3TO OYEHb KPUTHYHLIR
3MeMaHT Ge30NacHOCTH — &0 HEMb3A HUKOMY
pasrnawaTs M HM B KOEM CMy4Yae HeMb3A BBOOUTL, ECIn
nonyyexHole 8 SMS-coobLeHn peKkBM3nTLI OTHOCATCA
K onepauum, KoTopyio Bl He coBepLlani.
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Kak mOLwWeHHUKUN KpaayT AeHbru C
nomoLbto puwmnHra. Cxema 2

. @
(D@ ® o-(&)

lNpaBuna nonb3oBaHUA o
WHTEepHeT-6aHKOM

ANa MOBUNLHBIX YCTPOCTB

Bcé o knbepbesonacHocTm

Bupyc

BupycHoe nporpaMMmHoe obecnedeHue (Bupyc) 3apakaeTt
MOBDUNBHOE YCTPOMCTBO KNMeHTa.

Ha noggeneHom canTe

Ha nognenbHomM cailTe MOTyT NPeanoXuTe BBECTH MOTWH
W Napofb OT MMYHOTC KabWHEeTa, NPOATU CoUManbHbIA
0Onpoc, CKavaTb aHTMBMPYC MMM HOBOE NPUNGHEHNe

ot Chepbanka.

CaiT — noeywka

[MpK NoNbITKE KNMEHTE OTKPLITL C MOBWUNBHOTC
YyCTPoRCTBa calT BaHka, BUpYC NepeHanpasnaeT KnveHTa
Ha cneuManbHeli CafT-NOBYLLKY, MMUTUPYIOLWMA canT
Cboepbanka.

Bupyc camocToATENEHO NONY4YaeT M NeEpeckinaeT
SMS-naponu

Macne ycTaHoBKM BUPYC CAMOCTOATENLHO OT UMEHW
KMWeHTa Nony4yaeT U NepecbinaeT 3NoyMbILLNEHHUKaM
SMS-naponu a4na Bxofa v NOATEEDHAEHNA
MOLEeHHMYeckux onepauuin B Chepbank OHnaiH.



lNpaBuna nonb3oBaHUA
MOb6UNbHbIM
NPUAOKEeHUem

Bcé o knbepbesonacHocTm
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Kak 6e30nacHO Noanb30BaTbCA
MOBOUNBbHBIM NPUNOKEHUEM

MobunbHoe npunoxkeHme C6epbaHk OHNANH — ya0OHbIN U
6e3onacHbIn cnocob ynpaBnaTb CBOMMM PUHAHCAMM HA CMapPTPOHe. Mbl
Aenaem BcE, 4Tobbl N01b30BaTbCA UM OblN0 Be3onacHo: Hanpumep, B
Hale NpunoxeHue Ha nnatpopme Android yKe BCTPOEH aHTUBUPYC.
Tem He meHee, NpocMm Bac cobntogaTtb NPOCTble NpPaBMAa:

|‘|HI‘L0I\|I'I}r HE MBOPUTE Napone ONA BXCOd B mobuneHoe
npUnoxeHe

MNpw ycTaHOBKE Ha cMapTdioH MOObIX NPUNOHEHMIA
obpaljaiTe BHUMAHWE Ha NONHOMOYWA, KOTOPbIE OHK
3anpawusatoT. byaeTe ocobeHHo oCTOpOXHbI, ecnu
NPUNOKEHKWE NPOCKT NPaBa Ha YTeHWe afpecHon
kHUru, otnpaeky CMC-cooblweHmni n gocTyn K
WHTEPHETY — OHO MOKET BhITh ONacHBIM, MyYlLe He
yCcTaHaenueanTe ero.

OTKNDYKUTE B HACcTpolkax Bawera iPhone
BO3MOKHOCTE MCMNONb30BaTh rONOCOBOE YNpaBneHwe
Siri npu 3abnokMpoBaHHoM 3kpaHe (HacTpoikn — Siri
— [HocTyn ¢ BNokMpoBKON 3KpaHa).

®

®

McnoneayiTe Toneko oguuMankeHble NPUNCHEHUA
Banka ana Android, iPhone, iPad u Windows Phone

He ycTaHasnueaiTe NpUNGKEHUA NO CCbiNKam
13 CMC-cooBLUeHWIi UMW 3NEKTPOHHAOR NOMTLI, Aaxe
eCcnu B CO0BLEHUH YTEEPHAAETCH, YTO OHO M3 DaHka.

He MoauduuupynTe onepauuoHHy cCUcTeMY
TenedoHa (HanpuMep, ¢ NOMOLWb JKennopelika).
HecankuymoHMpoBaHHan MogMduKaLmMa oTKMioNaeT
3a8LUMTHBIE MEXaHU3MbI, 3aM0MEHHbIE
NpoM3BoAMTENEM, W Bal TenedhOH CTAHOBWTCA
YAIBUMEIM K 33PaHEHMI0 BUPYCHBIMK NPOrpamMMani.
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Kak 6e30nacHO Noanb30BaTbCA
cepsucom CMC-6aHK

Cepsuc CMC-6aHK — 3710 cnocob nonyyaTb 6aHKOBCKME ycnyru ¢ nomoubio CMC-
coobuieHui yepes Homep 900, USSD-3anpocos, a TakKe Push-ysegomneHuit (npm
Hannumm MobunbHoro npunoxkeHmna CoepbaHk OHnaiiH). CepBuc Aaét
BO3MOXHOCTb O0TNpPaBasaTb 6aHky CMC-nopyyeHnsa Ha Homep 900 — Hanpumep,
KOMaHAbl Ha COBepLUEHME NepeBOAa M MHoroe apyroe. Ytobbl Noab30BaTbCA
cepBucom bes3 onaceHuit, cobatogalnite NpocTble NpaBuNa:

YcTaHOBUTE CNOXHBIA Naponk Ha TenedoHe (@) Ecnu Bl cMeHUNM HoMep MoGuneHoro TenedoHa
n pa B MI'I a n On b3o Ba H Mﬂ MHaue moweHHWKam BygeT npowe gobpaTteca Ao E,—,. OTkNto4MTE CMC-5aHk Bel cMoxeTe B MobunbHOM
BaLLUKMX AeHer 5 npunoxeHun « Coepbark OHnain» Mnu Bankomate.

cepsucom CMC-6aHK

M nonpocuTe BpemeHHo 3abnokuposaTte CMC-DaHk. [axe ecny Bac NpocAT 0D 3TOM NAM, KOTOPbLIE
3aTem 3a0nokMpyATe CBOK CUM-KAPTY Y COTOBOTD NpeacTaBunUMch &COTPYaHMKaMK BaHkay.

Ecnw notepanu TenedoH, oBGpaTtuteck B BaHkK @ He nogkniovaiite kK CMC-6aHKy vyxue TenecoHbl

@ ®E

oneparopa.

Ecnw Bapyr nepectana pabotaTe cMM-KapTa, ® OTknto4uTe B HacTpoikax iPhone ronocoeoce
MO3BOHWUTE CBOEMY ONepaTopy CBA3N U BBIACHUTE @ ynpaeneHue Siri npy 3a6NoKMpPoOBaHHOM 3KpaHe
NPUHUHY Kak oTkmiounTe: HacTpoiku — Sirl — Siri ¢

BoamoHo, BAC aTaKyHOT MOLEHHWKN ONoKMPOBKOR 3KpaHa

Korga BaHk BMAMT NOA03PUTENEHBIE GNEPALLMK OT BaLLEro MMEHW, OH MOXET No CBOeM MHMLMaTHBE BPeMeHHO 3abnokuposaTts
poctyn Kk cepeucam CMC-0ank n Coepdaxk OHnand. Ecnv onepaumu coeepluany Bbl, Ana BeicTporo 8o03obHoBNEHKMA gocTyna
MO3BOHWTE, NOMKANYACTA, B KOHTAKTHEIA UeHTp Chbepbanka no Homepy 900 (c mobunbHoro TenedoHa, 3BOHOK Ha TEPPUTOPHK
Poccun Becnnathbii).

>

Bcé o knbepbesonacHocTm
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Kak 6e30nacHO Noanb30BaTbCA
6aHKOMATaMM

Mpn ncnonb3osaHuu 6aHKOMATOB NOMHUTE O NPOCTbIX NpaBuUaaX 6e3onacHocCTy:

Mpu HaBope MWH-Koga NpUKPEIBaATE KNABUATYPY
pyKkoW. Ecnv BoOKpyr HET Nogen — 370 elye He
03Ha4aEeT, YTO MOLUEHHWMKW 33 BaMM He HabnaanT.

Ecnu Ha BX0oge B NoMeleHWe ¢ GaHKoMaToM
YCTaHOBMNEeHo YCTPOWUCTBO, KoTopoe TpeGyer MNMUH-
KOO BalWen KapTel, He eBoguTe NWH 1 He BxoguTe
TYAA.

He npuHUmaiTe NoMoLLE OT He3HAKOMLER.
Haxonack y DaHkomaTta, He NpuciyLlUMBanTech

K COBETAM HE3HAKOMEIX NHOLEN U He MPUHUMaNTE

WX NomMoLs. Ecni Bam Hy#Ha noMollb, obpatnTecs K
COTPYAHKKY BaHKa N1 MO3BOHWTE B KOHTAKTHEIA
ueHTp baxka no Homepy 300 (380HOK C MODKMMbHOrO
TenedoHa Ha TeppuTopuk Poccikn BecnnaTtHeIn).

@
E

7

Ho

OtpasaiTe npegnoyYTeHMe GaHkoMmaTam,
YCTAHOBMEHHbIM B 3alULeHHbIX

MecTax (Hanpumep, B rocyypexiaeHnax, ohucax
DaHKOE, KpYNHBIX TOPTOBLIX LEHTPaX).

He ucnonesyinTe GAHKOMAT B NPUCYTCTEBHMM
noAc3pUTenkHEIX NUU. [ofoxauTe, NOKa OHK
PA3cHAYTCA, MK BOCNONb3YMTECE OPYIMM
DaHKomaTom

OcmoTpuTe GaHKOMAT Nepeq NCNoNb30BaHUEM.
YBeauTeck, YTO Ha KNABWATYPE W B MeCTe ANA Npuema
KapT HET OONOMHUTENEHBIX yeTpoRcTe. Obpawaiite
BHMMaHWE Ha HEWCNPABHOCTH W NOBPEXIEHNA —
HanpWMep, Ha HEPOBHO YCTAHOBNEHHYIO KNABWATYPY.
Ecnw 4To-To BbISBANO NOAO3PEHWA, HE NoNb3YATECH
3TUM BaHKoMaToM.

Mepea UcnonesoBaHueM GaHKkomaTa ySeauTeck, YTO BCE ONERALMM, COBEPLUAEMBIE NPEQEIIYLLMM KITHEHTOM, 3aBEPLUEHEL
Ecni y Bac BO3HWKAKT COMHEHWA, HEKMUTE KHOMKY «OTMEHSY .

He ncnoneayiiTe HeMcnpaeHbIln GaHkomart. Ecnu GankomaT 3aBMCAET, CaMONPOM3BONEHO NEPE3arpy:XaeTca UK Ha 3KkpaHe
MOABNAKTCA NOAC3IPUTENEHBIE W300DAKEHWA — HE NonbayiTech WM. OTMEHUTE TEKYLLYH CNepauMi, HaHas KHomKy «OTMeHa»,

W OOHOWTECE BOSBEPATA KaPThl.

Ecnw BankomaTt He Bo3BpallaeT KapTy, no3soHuTe Ha Homep 900 unu no Tenediony, ykasaHHomy Ha Dadkomare. He oTxogwTe ot
DaHKomaTa, NoKa He BeINeNHKUTE pekoMerjaumuu coTpyaHuka BaHka.
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Kak 6e30nacHO Noanb30BaTbCA
6aHKOBCKOM KapTou

BaHKOBCKan KapTa — K4 A0OCTyNna K BaweMy cyeTy. OTHOCUTECH K HEl TaK e
H6epeXHo, Kak K HannyHbIM. YTobbl 06e30nacuTb ceba oT MOLWEHHUKOB, cheayinTe
NPOCTbIM PEKOMEHAALUMNAM:

© ©
@ HuKkomy He nepeaaBanTe KapTy ﬁ Hukomy He roBopuTe M He 3anuceiBaiiTe ceoi MMH-kog

© ©
XpaHuTe KapTy B MecTe, HeQOCTYNHOM AnA m He seoguTe MNMWH-KoQ HUMGE B MHTEpHETE
NOCTOPOHHUX

lNpaBuna nonb3oBaHUA
6aHKOBCKOM KapToM

Kak 06e30MacuTb CBOK KapTy

(O] He ocTaenaiTe kapTy 6e3 npucMoTpa U He ® Ecnu Bbl NOTEPANK KapTy UMK NOAO3PEBAETE, YTO Bal
@ nepefasaiTe HUKOMY — HI OPULMAHTAM, HU @ CYBT ATAKYHT MOLLEHHWKM, CPOYHO & 3abnokupyiite.
KOMNeram, H1 poACTESHHUEAM. [eTam MOMHO [nA 3Toro No3BOHUTE B KOHTAKTHBIA ueHTp CbepbaHka
oOpMHMTE AONONHUTENBHYIO KAPTY K POAMTENLCKON, a Ha Homep 900 ¢ moBunbHoro TenedhoHa (3BOHOK B
B3pOCchble MOMYT OTKPLITE CBOK CODCTBEHHYIO KapTy. Poccum BecnnatHeii). Mnu 3aiguTe B uHTepHeT-0aHK

unu mobunsHoe npunoxeHue Coepbank OHNain —
HAAMTE HYHHYID KApTY W Ha#mnTe « 3a0NoKMpoBaTLy.

® He coeepLuaiiTe nokynku ¢ obLLefoCTYNHEIX ® BrIbupaiiTe ANA NOKYNOK TONBKO TE€ UHTEPHET-
ﬁ KOMMbIOTEPOB MAW ¢ UCMoNb3oBaHWen BecnnaTHoro @ Maras1Hbl, B KOTOPLIX Bbl TOMHO YBEPEHbI.
Wi-FI — MOLIEHHMEM MOTYT YKPACTE A3HHEIE BALLER
KapThl.

MpaBooXpakUTENbHLIE OPraHel B Nepeyw odepeis ByayT
NpoBepPATL BNAafensLa KapTel Ha NPUMYacTHOC T
K NPECTYNNEHMO.

® He cormalwaiTeck Ha NpesnoXeHUA KyNUTb Bally KapTy
@ — €& MOTYT MCMOMb30BaTh B MOLUEHHMHEC KMX LIENAX.

Bcé o knbepbesonacHocTm
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Kak 6e30nacHO Noanb30BaTbCA
6aHKOBCKOM KapTou

BaHKOBCKan KapTa — K4 A0OCTyNna K BaweMy cyeTy. OTHOCUTECH K HEl TaK e
H6epeXHo, Kak K HannyHbIM. YTobbl 06e30nacuTb ceba oT MOLWEHHUKOB, cheayinTe
NPOCTbIM PEKOMEHAALUMNAM:

Kak o6ezonacuts MAH-koA

@

b

He sanucwiBaiTe MWH-koa Ha Bymare, Ha camoil ®
OaHKoBCKOW KapTe, B TenedoHe UNK KoMNbTEPSE — |—_;_'|;
e

NPOCTO 3@aNOMHWUTE Ero.

Hukomy He cocbwaiTe MNMWH-kog. Jaxe poacTEEHHUKaM
W COTpyAHUKam Ganka.

Kak KOHTPONMPOBATb onepaunin no KaptTam

MogkniounTe YEEOOMNEHHA MO KAPTE — BaM Ha
TenedoH OyayT NpHMXoOUTE ONOBELLEHWA O KaKaoH
onepauuu. Ecnu Bel BOBpEMA OTCNEAMTE NOKYMKY MK
NepeBog, KOTOPLIE Bbl HE COBEPLUANM, BEPHYTh AEHLIN
Oynet nerye.

®

CoxpaHanTe Yekn Nocne ONNatksl M KapToi, 1
HaMWYHBIMK, ECTNI NEPEOHAYAMNLHO ONMaTa Nno KapTe W3-
33 cGoeB He npoLwuna.

Mepuognyeck menanTe MNMWH-Kog — npumepHo pas B
3 mecaua. Ana sToro B BaHkomarte wnu ycTpoiicTee
camoobcnyxmeanua ChepbaHka 3aiiguTe B pasgen
«INYHBIR KAOUHET, MHPOPMALIMA U CEPBUCY W
BolGepuTe NyHKT «CvennTe MUH-kog».

PerynfpHo npoBepAnTe BbINUCKKU ¢ BAHKOBCKUX
CHETOE M KEMTaHLUMK O MoKynkax, 4Todbl ybeauTtbea,
YTO € BalLMMK ONepaluamMin BCE B NopaaKe.
Coobuwadte B DaHk 0 NobbIX HECOOTBETCTBHAX.
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Kak obe3onacutb cebsa ot CMC u email
MOLUeHHUYecCTBa

MoweHHUKM perynapHo paccbinatoT CMC 1 aneKTPOHHbIe NMCbMa,
3aMacKMpoBaHHble nog coobueHma oT 6baHKa. Nx uenb — noay4ymtb 40CTyn K
BalLeMy CYETY U YKPACTb AeHbrn. [103TOMY BaXKHO yMeTb OTIMYaTb OPULMA/IbHbIE
coobueHuna 6aHKa OT NMCeEM MOLLEHHUKOB.

BaXxHO 3HaTb

CMC u email
@] CoTpyAHUKKN BaHKa HUKOTOA He NPOCAT KNHEHTOB @] CGepGaHKk He oTnNpaBnAeT cooblWeHUA ¢ hopMeil oNA
MO L e H H M "'l e CTBO @ Ha3BaTb KoHdMAEHUMANEHEIE CBEASHWA (MONHBIA @ EBOAa BallMX NepCcoHanbHbIX 4aHHBIX

Homep kapTel, PIN- u CVC-koge! 1 T.n.) 1 He TpebyioT
COBepLIaTh aKTWBHLIE ONepaUuK ¢ KapTamu

nepcoHanbHble OaHHBIE

® CoBepbaHk He oTnpaenAeT cooblueHUA ¢ npockBoi (@) CBepbaHk He npocuT 3aWTH B CBepBaHk OHNaiH
@ noATEEpPAUTE, OOHOBUTE UMW NPeaoOCTaABMTE @ no cChINKe U3 NMCbMA

©
Mpw noBeIX COMHEHMAX 3BOHWTE B KOHTaKTHEIN LUeHTp C6epGaHka Ha Homep 900
@ (c MoBunbHoro TenedoHa) UMK Ha HOMep, YEA3aHHbIA Ha 0DpaTHOM CTOPOoHE KapThl

Bcé o knbepbesonacHocTm
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NMpumepbl moweHHUYeckux nucem n CMC

CMC «Bawa KapTta 3a610KMpoBaHa»

Bbl nonyumnnm CMC npumepHO Takoro cogeprkaHua: «Bawa KapTta
3abnokmpoBaHa» nnu «lMo Balwen KapTe NnpoBegeHa onepauna Ha
cymmy N pybnen». TeKcT cogepKUT Homep TenedoHa 1 Npu3sbie
CPOYHO NO HeMy NO3BOHUTb. Korga Bbl nepe3BaHMBaeTe, Bam
OTBEYaET MOLIEHHMK, KOTOPbIM NPEeACTaBAAETCA BAM COTPYAHMKOM
6aHKa — Hanpumep, cny»Kbbl 6€30MaCHOCTM UAN TEXHUYECKOM
noaaep»Ku. Bac npocaTt npeaocTtasuTb MHPOPMALMUIO NAN CPOYHO
COBEPLUNTb KakKne-To AeNcTBUA — Hanpumep, pa3biokMpoBaTb KapTy
WM OTMEHUTb onepawuio.

MoLeHHUKM NONbITAatOTCA NOA Pa3/IMYHbIMKU Npeasioramm rnoayvYnTb y
BaC KOHPMAEHUMaNbHbIE AaHHbIE: NO/HbIN HOMep KapTobl, [MUH-Koa,
CVV, CVC-Koa, CpOK AeNCTBUA, AN NONPOCAT NOAOUTU K BaHKOMATy
NN TEPMUHANY U BBECTU Kog, — byaTo bbl 4nA pa3bIOKMPOBKM KapTbl
NN OTMEHbI NaaTeXa. 3T AaHHble MOLWEHHUKU NCNONb3YIOT ANA
Kpa*kun geHer, NOKYnoK U nepesBoaoB C Ballero CYyeTa.
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NMpumepbl moweHHUYeckux nucem n CMC

dNeKTPOHHOE NUCbMO OT umeHu CbepbaHKa

Bam npuxoaunT 3NIeKTPOHHOE NMCcbMO iKobbl oT CoepbaHKa,
3aMacKkMpoBaHHoe noA oduumanbHoe NMCbMo. MOLWEHHUKHN
TPebyloT OT Bac ObICTPbIX AENCTBUN UNN HEMEAJIEHHOTO
oTBeTa. YacTo oTnpaBUTENM TAKMUX MUCEM XOTAT HanyraTb Bac
(«CoobLieHne 06 yBenmyeHnn 3a401KEHHOCTUY, «Ball cHéT
326/10KMpPOBaH») UK cO0OLWAOT O KAKOM-TO BbIUTPbILLE.
[MMCbMa MOTYT coaepKaTb B/IOXKEHUSA, NPOCLOY YTOYHUTD
PEKBU3UTbI KapTbl, CPOYHO MO3BOHUTb MO YKa3aHHOMY B
nMcbme Homepy TesiedboHa UK NepenTn No ccolsike. Aapec
canTa 0bblYHO NOXOX Ha oPuLUMaNbHbIE aZpeca CanToB
CbepbaHKa. byabte 0OCTOPOXKHbIMU C TAKUMU MUCbMAMMU: HE
nepexoauTe Mo CCbIIKaM N He OTKPbIBaWTE BAOXKEHUA. Jlyywe
nepe3BOHUTE B KOHTAKTHbIN LeHTP 6aHKa, YTOObl NPOBEPUTH
MHOPMaLMIO.
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NMpumepbl moweHHUYeckux nucem n CMC

CoobLieHue co ccbiikamm

MoLUEeHHUKN NCNONb3YIOT Halle Nto6onbITCTBO B CBOMUX Lensax. Bam
MoKeT NPT CMC C MHTPUTYIOLWLMM CoAepPKaHUEM: BaM MOTyT
coobwaTb, YTO Bbl «BbIMIPANM CYNEpPnpU3» UAMN NO34PpaBNAATb C
npa3aHMKamu. Takme coobLeHms YacTo coaepKaT CCbIIKK, No
KOTOPOM Bam 06eLatoT 4ONOAHUTENbHYIO MHGOPMALMIO O BbIUTpbiLe
MW CCbINIKY HA CKauyMBaHMe No34paBUTE/IbHOM OTKPbLITKU. [enatb
3TOro He cneayer.

Mpwn nepexoge no 3ToM CCbiJIKE Ha Baw TesiepOH AN KOMMbIOTEP
MOXKET 3arpy3nTbCa NpPuUaoKeHue ¢ BUPYCHbIM NPOrpamMHbIM
obecneyeHmnem, nnm Bbl NONageTe Ha CanT-ZI0BYLLKY, HA KOTOPOM Moj,
Pa3IMYHbIMK NpeasioraMyu MOLEHHUKU NONbITAalOTCA NONYYNTb
NepcoHabHble AaHHble: NAeHTUOUKATOP M NAaPO/b AN1A BXOAA B
NHTEpPHeT-baHK, KoaoBoOe CNoBO, HoMepa BaHKOBCKMX KapT, MUH-
Koabl, CVV n gpyryto nHpopmaumio.
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Kak pacnosHatb moweHHUKa No TenegoHy?

MoLeHHWKM YacTo BblAAtOT cebs 3a CoTpyaHMKOB BaHKa. Hanpumep, Bam Ha
MOBUNbHbLIN TenepoH 3BOHUT HE3HAKOMEL,, KOTOPbI NpeacTaBAseTCs
CNeunanncToM KAMEHTCKOM NOAAEPKKN UK CNYKObl 6@30nacHOCTM U NPOCUT
Ha3BaTb PEKBM3UTbI KapTbl, NOAONTM K BAHKOMATY U CPOYHO BbIMNONHUTb HECKOJIbKO
onepauuii. MpuryKnHa, C ero cNoB, 04eHb cepbE3Han: cbon B 6ase AaHHbIX, yrpo3a
MOLLEHHMYECTBA AN YTO-TO NoaobHoe. 3a4a4a MOLWEHHWKA — HanyraTb Bac U He
AaTb BpeMeHW NpoaHaAn3npoBaTb CUTyaLMto, NO3TOMY OH ByaeT HacTauBaTb,
yTObObI Bbl BbIMNONHMUAN €ro TpeboBaHMA Kak MOXKHO bbicTpee.

He TepaiTte 6aMTeNbHOCTU M TPE3BO OLLEHMBANTE Npoucxoasilee. Mpn 3BOHKe
TEHECI)OHHOE KNMEHTY coTpyaHUK CHbepbaHKa:

MOLWEeHHN4ecTso »  Bcerga o6paLLAETCA MO UMEHU-OTHECTBY;
" HWMKOrZa He NPOCUT KOHOUAEHUMNANbHbIE CBEAEHUSA: NOJHbIE
PeKBU3UTbI KapTbl (Homep KapTbl, MNH- n CVV-kog), CVC-naponmn

b6aHKa;

"  HuMKorga He TpebyeT coBepluaTb onepauui C KapTom.

[ns koHTakTa ¢ knueHTammn CbepbaHK Ucnonb3yeT Tpyu HoMepa:

900 8 800 555-55-50 +7 495 500-55-50

Bcé o knbepbesonacHocTm



NceBpobpoKepbl U
ncesaopunepbl
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Kak o6e3onacutb cebsa ot
ncesaobpokepos n ncespgoaunepos?

MOLLIEHHMKN perynapHo npeanaratoT KaMeHTam bpoKkepcKkue nam aunepckue ycayru, ¢
NMOMOLLbIO KOTOPbIX AKOBbI MOXXHO NPEYMHOMWUTb CBOM KanuTan 1 OCyLLECTBUTb
BbICOKO0X0AHblE MHBECTULMK. MPU 3TOM MOLLEHHUKN HE MMEIOT IMLEH3UIN Ha OCYLLECTBeHMe
TaKoW AeATeNbHOCTU U K peasibHbiM BpoKepam UAK guaepam He MMEHT HUKAKOro OTHOLLEHUS.
MX uenb — BbIHYAUTb KAMEHTA NepPeBecTU UM AEHEXKHbIe cpeacTBa.

Ba>xHO 3HaTb

Mpesae Yem NepesoanTb AeHsrM KomnaHum, ybeauTech,
4TO Y HEEe eCTb NUUEH3WA HA OCYLLECTBNEHe DpoKepCKoi
WNW AUNEPCKOR OEATENBHOCTH.

Ecnv aeHbrv NepeseieHsbl B KOMNaHWI,
33PETMCTPMPOBAHHYH HA TEPPUTOPUM APYTore rocyAapcTea,
TO CMNOPLI NPUAETCA PELUATE B NPABOBOM None
WHOCTPaHHOTO rocyaapcTea, Tak Kak 3akoHel PO Ha 3T
KOMMEHMW HE pacnpocTpaHanTes.

Ecnu Bel NnepeBend AeHLMM HA CYET KOMNaHWK, BaHK He
CMOHET MX BepHyTb. MNpouenypa chargeback,
npegycMoTPEHHAA NPaBUNaMKM NNATEKHBIX CUCTEM ANA
BO3BpaTa HeoDOCHOBAHHO CMMCAHHLIX CPeacTs U
PEKNaMUPYEMas MOLWEHHUKSMKW KK MEX3HW3M 33aLLMTEI
VHBECTOPOEB, B JaHHOM CIyyae He NPUMEHAETCA, TK.
CMKUCAHWE CO CYETOB NPOMCXOAWT N0 MHMLMATUBE CaMMX
KNWeHTOB, M YCMyra no NepeBody CPeAcTs CO CHETA KapThl
Ha NWYHBIA CYeT ABNASTCA oKkasaHHoi. Kpome Toro, no
OeAcTeyrLlWeMy 3aKkoHodaTenscTey PP DaHkm He
BMEeLUWBAIOTCA B JOTOBOPHbBIE OTHOLUEHWA MEXRDy
nnartenbLMKamM1 1 Nony4aTenamMy cpeacTs, Npu 3Tom
3aKkoHoaaTenecTeo PP npeeanvpyeT Haa Npasunamu
MNATERHLIX CHCTEM.

[MepeyeHb POCCUMIACKMX KOMNEHKMIA, ¥ KOTOPLIX eCTh
COOTBETCTBYIOLAA NUUEH3MA, NPeAcTaBNeH Ha calTte
LleHTpanbHoro Daxka P® 8 CnpasoyHMKe y4ac THUKOB
HMHAHCOBOTO PhIHKA.

(O3HaKOMWTBCA C OT3BIBAMW O KOMNAHWM W Y3HATb O
peansHoM OnbITe B3aMMOASACTEHA C HEW MOXHO Ha
NpotUneHEIX caiTax/opymax.

MpK NHeBBIX COMHEHWAX 3BOHUTE B KOHTAKTHBIA WeHTp
CHepbaHka Ha Homep 900 (c modunsHoro TenedaHa) unu
Ha HOMep, YKa3aHHLIA Ha oOpaTHON CTOPOHE KapThbl
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Kak obe3onacutb cebsa ot
ncespobpoKepos n ncesaoannepos?

KaK KAaneHTbl NONaaatoTca Ha YN0BKN MOLWLEHHUKOB

KAneHTy 3BOHAT U3 KOMMNaHUM, AKOObI NpeaoCcTaBAAIOLWEN
bpoKepckue nnm gunepckme ycayrm. Emy obewarot BbICOKMM
[OXOA, CYLLEeCTBEHHO BbllLE, YEM Y KOHKYPEHTOB.
MpeanoXxeHne KaxKeTca KAMEHTY 3aMaH4YMUBbIM, N OH
COrnawaeTca BOCNO/b30BaTbCA YCAYraMn 3TOM KOMNAHUU U
nepeBecTy AeHbIN Ha KapTy TPeTbero amua.

ByabTe BHUMaTeNbHbl! PeanbHble 6pokepckne nnu annepckue
KOMMNaHMWN He NPOCAT NepeBecTn cpeacTBa Ha KapTy TPETbEro
nvua. Ecnav Bbl BbINONHUTE TaKoW NepeBo/, 0TO3BaTb CpeacTBa
y>Ke byaeT HEBO3MOXHO.
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Kak obe3onacutb cebsa ot
ncespobpoKepos n ncesaoannepos?

YT06bI BbIBECTU YACTb AEHET, HYXXHO 3anaaTUTb

KNneHT 3apernctpmpoBasica Ha caTe TOProBoM NOLWAAKM No
6UHApPHbIM ONLUKMOHaM, MOMNOJHWMA CBOM BanaHC 1 nony4mn
yBeJoM/IeHNe O NoayYyeHnn «BoOHYCHbIX Aoxoa08». OaHaKo
ANA BbIBOAA 3TUX AeHer, HeobXxoAMMO «MNOBbICUTb CBOW
TOProBbI CTATyC», T.. BHECTU AOMNONHUTENbHYIO cymmy. B
NnTore KAMEHT BHOCUT Bce Bonblue n bonblue cpeacTs, HO Tak U
He No/siy4aeT BO3MOXHOCTU BbIBECTM CBOU AEHbIN,

NMomHute! M3 peanbHoOM BpPOKEpPCKON MU ANNEPCKON
KOMMAHMWN KIMEHT BCErAa MOXET BbIBECTU CBOM CBOOOAHbIE
NEeHEeXKHble cpeacTsa.
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Kak o6e3onacutb cebsa ot
ncesaobpokepos n ncespgoaunepos?

OcTopoXHOo, notepes!

KANEeHT HEBHMMATENbHO YMTAET AOr0BOP, KOTOPbIN
NOANMUCbIBAET C AKOObI HpOoKepCcKOM KomnaHnen. Korga KAmeHT
NbiTaeTcA NoaAYy4YUTb CBOU AEHbIM, KOMNAHWUS OTKa3bIBaeET,
MNcespobpokepbl 1 CCbINAACh Ha AOroBOpP, FAe YKa3aHo, YTO KIMEHT y4acTBOBas B
ncesaoAnnep.bl notepee. MNonyyaerca, YTO KAUEHTY «NPOCTO He NOBE3/10» N OH
Nnpourpan cBou AeHbIU.

Byabte 6auTenbHbl! Bcerna BHMMaTENbHO YMTaNTe AOFOBOPSI,
KoTopble Bbl nognucbiBaeTe. Mpu ntobbix COMHEHUAX bepuTe
Bpems Ha 6bonee aeTaNbHOE U3yYeHUE AOKYMEHTOB.

Bcé o knbepbesonacHocTm
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KaK 06bMaHbIBalOT MOLWLEHHUKU

Y3HaiiTe 0 pacnPOCTPAHEHHbIX NPUEMAX 3/10YMbILL/IEHHUKOB
U He pgante um ceba obmaHyTb

Cutyaumna 1. «3BOHOK U3 cnyXKbbl 6e3onacHocTn 6aHKa»

Bam 3BOHUT He3HaKomel,

Homep BxoasLiero 3BOHKa O4eHb NMOXOXK Ha
Homep 6aHKa, a 3BOHSALWLNI NpeacTaBaaeTca
«COTPYAHUKOM CNYKObl 6e3onacHocTn BaHKay.

Y MOLWEHHUKOB eCTb BO3MOMKHOCTb 3BOHUTb C
HOMEpPOB, NOXOXKUX Ha odULUMaNbHbIE HOMEPA
6aHKa, Hanpumep, Takmx: +7900, +900

3/10YyMbILLJIEHHUKU MOTYT NOMEHATb OAHY
undpy B HOMepe, KOTOPYHO Bbl HE 3aMeETUTE U
nogymaete, YTo 3To 6aHKOBCKUIA HOMep.




Cnocobbl obmaHa

Bcé o knbepbesonacHocTm
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KaK 06MaHbIBAlOT MOLUEHHUKM

Y Bac NpocAT KoHPUaeHUMaNbHbIE AaHHbIe

MoweHHUK coobLuaeT, YTo «b6aHK BbIABM/ NOAO3PUTENBHYIO ONEPaLMIO» UK KB
cucteme npowusoluen cbomy.

OH npocuT y Bac NosHble aaHHble KapTbl, CVV- unm CCV-Kog, kog ns CMC nnu
naponun ot C6epbaHk OHNANH. ITO HYKHO AKOObI «ANA COXPAHHOCTM BalLMX AEHEry.

Kak molweHHMK MmoKeT Bac ybexaaTtb

® «Mbl 3BOHMM C OPULINANBHOrO HOMEpPA, NPOBEPbLTE Ha CaNTE».

* «B uenax KOHGMAEHUNANBbHOCTU S BKAKOYAIO Nporpammy-poboT, KoTopas 3alnTuT
BalUW KOHPMAEHUMANbHbIE AaHHble» (Bbl CbILUMTE B TPYOKe NErKUIA Wenecr).

e 1na y6eamMTeNnbHOCTU OH Ha3biBAET BallM NepCcoHa/bHbIe AaHHbIe U NPOCUT
NnepeBecTy AeHbIM «Ha 3alWMLWEHHbINA CYET, KOTOPbIN 3aKPenNEéH 3a NEePCOHa/IbHbIM
MeHeaXepPoM — 3TO HY}KHO AnA 6e30MacHOCTU, @ MOTOM Bbl CMOXKETE BEPHYTb

900 +7900, +900
8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 499 555-55-50




Cnocobbl obmaHa

Bcé o knbepbesonacHocTm
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KaK 06MaHbIBAlOT MOLUEHHUKM

KaK 3awwuTtnuTb cebs

e 3anuwuTte Homepa 6aHKa B aApPECHYIO KHUTY cBoero TenedoHa:

900, 8 800 555-55-50

e Ecnm 3BOHOK ByaeT ¢ Apyroro Homepa, oH oTobpasmTca Kak
HEeM3BECTHbIMN.

e He coBepluanTe HUKAKNX onepaumii No MHCTPYKUMAM 3BOHALWEro. Bce
onepauunmn ana 3aWwmTbl KapTbl COTPYAHUK BaHKa aenaeT cam.

e Cpa3y 3aKaHuuMBauTe pa3roBop. PaboTHMK BaHKa HMKOrAa He NONPOCUT
Y BaC CEKpEeTHble AaHHble OT KapTbl AU MHTEPHeT-6aHKa.

e [lpoBepbTe, He BbIN0 N COMHUTEIbHBIX ONepaLmini 3a Bpems
pa3roBopa. Ecnm ycnenm 4to-1o COOOLWNTb MOLLEHHUKAM, Cpasy
No3BOHUTE B 6aHK Ha Homep 900 1 coobLnTE O CAYUYMBLLEMCA.

900 +7900, +900
8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 499 555-55-50
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KaK 06bMaHbIBalOT MOLWEHHUKU

Cutyauus 2. «lMepesoa no ownbkre»

Bbl ocTaBuAM CBOE nMA U HoMep TenepoHa Ha canTe becnnaTHbIX
obbABneHNM

Bckope KTo-To NpuUcblnaet Bam ¢ MobuabHoro tenedpoHa CMC,
noaaenaHHoe nog 6aHKoBCcKoe coobuleHne 06 onepaymu.

3atem c gpyroro Homepa npuxoant CMC c npocbboit BepHYTb AEHbIW.

MoLueHHUKM ucue3aloT nocse nepesoaa
Ec/in Bbl CAamoCTOATENbHO CAENaNun NepeBos, AeHbIM BEPHYTb He
nosyyYnTCA.

Kak 3awmtuTb cebsn

¢ [lpoBepbTe HOMeD, € KoToporo npuwna CMC.
* NomHuTe: 6aHK npucbinaet CMC Tonbko ¢ Homepos 900 nnu
9000.

e [IpoBepbTe 6anaHC cBOEM KapTbl, YTOObI yoeanTbes,
AENCTBUTENbHO N AEHbIM NOCTYNUAM HA CYET.

e Ecnuv 3anogo3puan CMC-moleHHUYecTBo, cpasy obpatutech K
CBOEMY NepPCOHaIbHOMY MeHeaKepy UAM NO3BOHUTE B BaHK Ha
Homep 900, nn Ha HOMep, YKa3aHHbIN Ha 06pPaTHOM CTOPOHE
KapTbl, 160 Yepe3s mobunbHoe npunoxkeHme CbO/N.
e [1na ynobcTBa BHeWMTE HOMepa 6aHKa B TeNedpOHHYHO KHK
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Kak 0bmaHbIBalOT MOLEHHUKHU
Cutyauua 3. «bpokepckue unu gunepcKkue ycnyrn»

«BbirogHble MHBECTULUNY

BapuaHT 1. Bam 3BOHUT HE3HAKOMeEL,, KOTOPbI Ha3blBaeT cebsa npeacTaButenem 6poKepcKo
WU SUNEPCKON KOMMNAHWK, NpeanaraeT UHBECTUPOBATb AeHbIM U 0beLLaeT BbICOKUIA LOXOA.
Bbl cornawaeTecb OTKPbITb CYET M CAMOCTOATENIbHO NEePeBOAMUTE AEHbIM HA KapTy TPETbEro
nmua. MoweHHUKKM NponagaatoT, BepHYTb AeHbrM HEBO3MOKHO.

BMHapHbIe ONUUOHDI

BapuaHT 2. Bbl pernctpupyertecb Ha caiTe 6UHAPHbIX OMLMOHOB.

Mocne nononHeHus 6anaHca Bbl NoNyYyaeTe yBeAOMIEHNE O NOMYYEHUU «BOHYCHbIX LOXOA0BY.
YT06bl BbIBECTM 3TV AEHBIM, BaM HYXKHO NOBbICUTb KTOPrOBbIM CTaTyc». [1s 3TOro Bbl BHOCUTE
Ha CYET AOMONHUTENBbHYIO CyMMY. MOLLIEHHMKU NPONaAaloT, BEPHYTb AeHbIM HEBO3MOXKHO.

Kak 3awututb cebn

e [poBepbTe NnueH3uto. Mpexae Yyem nepesoanTb AeHbrv 6poKepcKomn
KoMnaHun, ybeanTech, 4To y Heé ecTb nueH3nA. CNMCOK KOMNaHWUM C
NIMLEH3MAMM HA OCyLLEeCcTBeHMe BPOKEPCKON UAN AUNEPCKOM AeATEeNbHOCTH
ecTb Ha caiTe LleHTpanbHoro 6aHKa PO.

e [IpoBepbTe PeKBU3UTLI. PeanbHblie Bpokepckme nnm gnnepckne KOMNaHuMm
He NPOCAT NepeBecTM CpeacTBa Ha KapTy 0OblYHOro YenoBeka — 3To byaer
UMEHHO CYET KOMMaHUM.

¢ [To3BOHKUTe B BaHK No Homepy 900, ecn NOAO3PEBAETE, YTO CTONKHYUCH C
MOLUEHHUYECTBOM.
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KaK 06bMaHbIBalOT MOLWEHHUKU

Cutyauus 4. «Onpoc ot CbepbaHka»

Bbl nonyyaete nucbmo unu CMC o Tom, uto C6epbaHK NnpoBOAUT N0TEPEID

Bam npepgnaratoT NPoOMUTM ONPOC NO CCbI/KE, Bbl KIMKAETE M NoNagaeTe Ha
OULIMHIOBbIN CanT.

duwuHz — 3mo Ko20a y 8ac Neimaromca 8blyoums CeKpemHyro UHGopMayuro,
Hanpumep, Naposb om AUYHO20 KabuHema.

® Bbl NpoxoauTe «ONpoc» Ha caiTe, 1 3a 3TO Bam 06eLLatoT KPYnHY CyMmmy
BO3HarpaxkaeHua, Hanpumep, 150 Tbicay pybneir.

* Ho ANna noATBEPXKAEHMA KapTbl MU NepevyncieHmsa 6oHycoB Bac NpocaTt
NepeyYncanTb «3aKpenuTebHbI naaTex» B paamepe 150 pybnen.

* Bbl oTnpaBnAeTe AeHbrn, a NOTOM He MOXKETE CBA3aTbCA C MOLIEHHUKAMMU.

Kak 3awmtuTtb cebs

* HactpoiTte 610KMPOBKY dasbLUMBbLIX CAUTOB B CBOEM DBpay3epe.
Koraa onnaymBaeTte NOKYNKM B MHTEPHETe, NpoBepsinTe aapec
cauTa. Ecan gomeH He coBnagaeTt B TOYHOCTM C OPULMAIBHBIM
Ha3BaHWEeM caliTa, He BBOAMUTE AaHHbIe.

* BbibMpaiTe 3aNLEHHOE MHTEPHET-COeaAMHEeHMe. Aapec canTa
AONXKEeH HaunHaTbca ¢ bykB https, a He ¢ http, a B agpecHom
CTPOKe A0/IKeH 0TObparkaTbCA 3HAYOK B BUAE 3aKPbITOro 3aMKa.
* Mogkntounte CMC-6aHK. OH NoHagobuTca ana NoATBEpPKAEHUA
naaTexa naposem ot baHka.
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OTBeTbl HA NONyNApPHble BONPOCHI

KaxetcAa, meHA aTaKylOT MOLIEHHUKU. YTo genaTb?

CpOYHO NO3BOHUTE B KOHTAKTHbIN LeHTp CobepbaHKa Ha Homep 900 (c
MobunbHoro TenedoHa) nnm sanante B CoepbaHk OHNalH, Bbibepute
KapTy U HaXmuTe «3abN0KMpPOBaTb KapTy», NOC/IE Yero No3BOHUTE B OaHK.

MHe npuwno CMC o Tom, 4TO MO0 KapTy 3abnokuposanu.
Yro penartb?

MocmoTtpute, ¢ Kakoro Homepa npuwno CMC:

e Ecan coobuieHune npuwno c Homepa 900, Nno3BoOHUTE B BaHK t06bIM
yAobHbIM cocobom:

— B KOHTaKTHbIN LeHTp CobepbaHKa U3 MOOUABHOTO NPUNOKEHNA
CbepbaHk OHANanH

— ¢ mobunbHoro TenedpoHa Ha Homep 900

— nan c ntoboro TenepoHa Ha HOMEP, YKa3aHHbIM Ha 0O6PaTHOWM CTOPOHE
KapTbl. COTpyaHMK BaHKa coobWMT Bam AaNbHeNLLME AENCTBUS.

* Ecan coobuieHre NpuLwao ¢ 4pyroro HOMepa, BepoATHEE BCETO, ero
OTNPaBUAM MOLLEHHUKU. [Tepe3BaHMBaTb Ha 3TOT HOMeEP « A5
Pa3bNOKMPOBKU» HENb3A. ECM NOABUANCL COMHEHMUA, AENCTBUTEND
/1 Balla KapTa 3ab/10KMpoBaHa, Bbl MOXKeTe NO3BOHUTb B BaHK No
Homepy 900 1 yTOUHUTL MHPOPMaLMIO.
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OTBeTbl HA NONyNApPHble BONPOCHI

MHe npuwno CMC o Tom, YTO N0 MOei KapTe NpoBeaeHa
onepauusa, HO A 3Ty onepauuio He coseplan. Yto genatb?

Ecnu Bbl 3apernctpmposaHbl B CbepbaHKk OHNalH, NnpoBepbTe NocaegHne
onepaunm B CBOEM JIMYHOM KabnHeTe nanm MobuabHOM MPUNOKEHUN.
Ecnn Tam HeT TakoM onepaymu, HanuwuTe Ham NPamo cenyac. Mocne
aToro yaanute CMC. Ecaum ke Bbl AeNCTBUTENIbHO BUAMUTE TaKyO
onepauymio B UCTOPUM onepaumin, HO He COBEpPLLAIN e€, MO3BOHMUTE B
6aHK N06bIM YyA06HbIM CNOCOB6OM: — B KOHTaKTHbIN LeHTP CbepbaHKa n3
MobunbHOro npunoxenma CbepbaHk OHNaMH — ¢ MObUNBHOTO
TenedoHa Ha Homep 900 — mnnu c ntoboro TenedoHa Ha HOMep,
YKa3aHHbI Ha 06paTHOM CTOPOHE KapThl.

MHe npuwno CMC c Homepa 9000, a He 900. 9TO MOLUEHHUKU?

HeT. C Homepa 9000 CbepbaHKk nposoant CMC-onpoc o KavecTse
06CcNyXKMBaHMA M NPOBOAUT aKTyanmsaumto gaHHbix. CMC-onpoc
onsiaYnBaeTca No TapupHoMy nnaHy KnmeHTta. CooblieHne moxKeT
coAepXaTb CCblNIKY Ha onpoc CbepbaHKa opros.sberbank.ru nnm Ha
noptan LleHTpa HegsuKkumoctn CbepbarHka Domclick.ru
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OTBeTbl HA NONyNApPHble BONPOCHI

Yto aenartb, ecnm A NOTEPAN UK Y MeHA YKpanu TenedoH, K KOTopomy
nogkntouyéH CMC-6aHK?

B aToM cuTyauum Bam HyXXHO 06paTUTbCA B BaHK M NONPOCUTb BPEMEHHO
3abnokupoBaTb CMC-6aHK. 3aTtem 3ab6/10KMPYNTE CBOO CUM-KapPTY Y
COTOBOrO onepartopa.

MHe no3BOHUA COTPYAHUK cnyKbbl 6e3onacHocTn CbepbaHKa n
co06LWwmn 0 NONbITKAaX HEM3BECTHDIX JIUL, CHATb AEHbIN C MOei KapTbl.
Mory nu a coobwatb emy Homep moei KapTbl?

Ecnn Bam 3BOHUT cOTpYyAHUK BaHKa, OH He byaeT 3anpalmnBaTb HOMep
Bawen Kaptbl, MNH-kog nan CVV2/CVC2-Kkoa, NOrMH, Naposb OT
CbepbaHk OHnanH nnm kog 3 CMC. B sTon cutyaumnm npekpaTtute
PA3roBop M NO3BOHUTE B BaHK Nt0bbiM yaob6HbIM cnocobom:

— B KOHTaKTHbIN LeHTp CobepbaHKa M3 MOOUABHOTO NPUNOKEHUA
CbepbaHk OHNauH,

— ¢ mobunbHoro TenedoHa Ha Homep 900,

— nan c nroboro TenedpoHa Ha HOMEP, YKa3aHHbIM Ha 0OPaTHOWM CTOPOHE
KapTbl.
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OTBeTbl HA NONyNApPHble BONPOCHI

Kak onpegenutb, YTO MHe 3BOHUT UMEHHO COTPYAHUK BaHKa, a He
3/1I0YMbILUNIEHHUK?

Mpw 3BOHKe KINEHTY coTpyaHMK CbepbaHKa Bceraa obpaliaercs no
MMEHWN-OTYECTBY; HUKOTAA HEe NPOCUT KOHPUAEHUMabHbIE CBEAEHUA:
NONIHble PEKBU3UTbI KapTbl (Homep KapTbl, MNH- n CVV-koa), CMC-
naponun 6aHKa; HMKoraa He TpebyeT coBepLLaTb OnepaLuin c KapToun.
[MOMHUTE, YTO 3a4a4a MOLLEHHMKA — 3aCTaTb BaC BPACMN/IOX U HE AaTb
BPEMEHM NPOaHAAN3NPOBATb CUTYALMIO, MOSTOMY OH DyaeT HacTamBaTb,
4yTObbI Bbl BbINONHUAM €r0 TPebOBaHUA KaK MOXKHO bbicTpee.

Mory nm 2 nonb3oBaTbCcA 6aHKOMATOM, ec/i1 OH 3aBUCaET,
CaMONpPOM3BOJIbHO Nepe3arpy»KaerTca Uam Ha 3KpaHe NoABAAIOTCA
nogo3putenbHblie U3obpakeHua?

Takum 6aHKOMATOM N0Nb30BaTbCA HeNb3A. OTMEHUTE TEKYLLYIO
onepaumto, HaxaB KHOMNKY «OTMeHa», n 40XKAUTeCb BO3BPaTa KapThbl.
Ecnn 6aHKoMmaT He BO3BpaLWaeT KapTy, N03BOHUTE Ha Homep 900 uam no
TenedoHy, ykazaHHOMY Ha baHKomaTe. He oTxoauTe oT 6aHKOMaTa, NOKa
He BbIMOJIHUTE PEKOMEHALUNN COTPYAHMKA BaHKa.
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OTBeTbl HA NONyNApPHble BONPOCHI

Yto aenatb, ecnu 6aHKOMaT He BO3BpaLLaeT KapTy?

Mo3BoHUTE Ha Homep 900 nnam no TenedPoHy, ykasaHHOMY Ha BaHKoMaTe.
He oTxoanTe ot 6aHKOMaTa, NOKa He BbIMOJJIHUTE PEKOMEeHAALUMN
COTPYAHMKA baHKa.

MHe npuwno c HesHakomoro Homepa CMC o0 Tom, YTO Ha MO cYeT
nepesegeHbl AeHbru. A notom mHe npuwno CMC ¢ npocbboii nx
BEPHYTb, TaK KaK AeHbru nepesenu no owmnbke.  mory BepHyTb AeHbru?

CbepbaHk otnpasnaer CMC Tonbko ¢ Homepa 900 nam 9000, coobuieHua
O COBEPLUEHHbIX ONepauuax ¢ 4pyrmx HOMepoB COBEPLLAIOT, KaK
npasnao, MoWweHHUKN. Ecam Bam npuwno CMC c gpyroro Homepa,
HanuwuTe Ham B popme 0b6paTHOM CBA3U U nepelnmTe Ham Tekct CMC.
NMocne storo yaannte CMC.

MHe npuwna ccbiiKa Ha YCTAaHOBKY MO6GU/IbHOIO NPUNOXKEHUA
C6epbaHk OHNANH. A moOry ero ycTaHOBUTb?

HeT, ycTaHaBAMBaTb NPUIOXKeHUA No ccbiikam n3 CMC-coobuweHuin nnm
3NEKTPOHHOW NOYTbI HENb3A, AaXKe €C/IN B COODLLLEHMN YTBEPXKAAETCS,
YTO OHO M3 BaHKa. Micnonb3ymnTe ToNbKO 0PULMANbHbIE NPUNOKEHUA
6aHKa ans Android, iPhone, iPad n Windows Phone.



NMonynapHblie BONPOCHI

Bcé o knbepbesonacHocTm
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OTBeTbl HAa NonNynspHbie BOMNPOCHI

Ona Bxopa B UHTEpHeT-6aHK C6epbaHK OHNAAH Y MeHA 3anpaluuBatoT
Homep 6aHKOBCKOM KapTbl. i mory ero BBecTu?

Het. Ana Bxoga B ChepbaHK OHNAMH HYXKEH TONbKO JIOTUH, INYHbIN
naposib MaAn ogHopasosbi naposb u3 CMC. Ecam Ha canTe
3anpaLwmnBatoT Ntbyo Apyryto NepcoHaNbHYO MHGOPMALMIO,
Hanpumep, Homep 6aHKOBCKOM KapTbl MM MOBUAbHOIO TenedoHa,
NMOKUHbTE CaUT U CPOYHO 0bpaTmTechb B BaHK.

MHe npeanoXXunm npoaatb Mok 6aHKOBCKYIO KapTy. OueHb
BbIroAHOE NpeaoXKeHne, A MOTy Ha Hero cornacuTbea?

He cornawaiitecb, €€ MOryT UCNONb30BaTb B MOLIEHHUYECKUX LIeNsX.
MpaBooXpaHUTENbHblE OpraHbl B NEPBYIO ovepeab byayT NnpoBepaTb
BNafeNblLia KapTbl Ha NPUYACTHOCTb K MPECTYNAEHMUIO.
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OTBeTbl HA NONyNApPHble BONPOCHI

MHe npuwao noaos3putesibHoe NNUCbMO Ha ZIEKTPOHHYIO NOYTY. Kak noHATb,
MOLLUEHHUYECTBO 3TO U HeT?

B nepsyto ouepeab ob6paTMTe BHMUMaHME Ha NOYTy oTnpaBuTens. Kak npasmno,
MOLLEHHUKN MCNONb3YIOT 00LWeA0CTyNHbIe NOYTOBbIE 4OMEHbI UM NOKYNakoT
[OMEHbI, MOXOXKMe Ha odMUMaibHbIe AOMEHHbIE UMEHa KOMNAHWUI, YTOObI
BBECTM Nony4yaTensa NnMcbma B 3abnyKaeHue.

Bac 40/1’KHO HAaCTOPOXKMUTb, ECIN TEMA, KOHTEHT NMCbMa MU Ha3BaHWe pannos
Noby»KAatoT BaC K HeMeA/IeHHOMY AENCTBUIO: MEPENTM MO CCbI/IKe, HaXKaTb Ha
KHOMKY, OTKPbITb $aiin, HemeaseHHO OTBETUTb Ha MUCbMO.

Ba)kHO TaKke 06paTUTb BHUMaHMe Ha obpalleHne u NoANUCb B NMMCbME: eCu
OHW 6e3/InYHbIE, BbICOKA BEPOATHOCTb 06MaHa. KOHTaKTbl A1 06paTHOM CBA3M
B TAKOM NMUCbMe MOTYT BbITb HE4OCTOBEPHbI, NO3TOMY NPOBEPbLTE UX Ha
opMuManbHOM CanTe KOMNAHUMN.

He nepexoante No CCbiIKaM U HE KIMKaNTe Ha NoA03PUTE/NbHbIE 0OBEKTDI.
HaBeauTe Kypcop mMbiln Ha NOA03PUTENBHYHO CCbIJIKY UM 06BEKT, YTOObI
YBUAOETb, KyAa OHa BeAET Ha camom aene. CpaBHUTe aZpec C aapecom
opMUMaANbHOTO CanTa KOMNAHUMN.

ByabTe OCTOPOXHbI C BIOXKEHUAMMU: OTKPbIBANTE TONIbKO T€ U3 HUX, KOTOPbIE Bbl
XA3NN OT CBOMX aApecaTos.

He BBOAWNTE CBOM KOHOUAEHUMANbHbIE AaHHbIE, IOTUH M NAPO/ib HA
NoA03pPUTENIbHbIX CAlTax MU B KakKne-nnmbo aHKeTHble popMbl.

He oTBeyaliTe Ha Nog03pUTE/IbHbIE NUCbMaA.
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OTBeTbl HA NONyNApPHble BONPOCHI

Mpu onnate NOKYNKK Ha caiiTe A BBeN HOMep cBoen KapTbl u CVV.
MHe Hanucanum, YTo NpousoLNa ownbKa U ANA OTMeHbl onepauumn
MeHA NpocAaT coobwmutb CMC-koa. MoXKHO 1M MHe ero oTnPaBuTb?

HeT. HuKorga He BBOgUTE «NApoan AN19 OTMEHbI onepaunmn» n He
coobuwante HUKkomy CMC-koapbl. O6 3TOM MOryT NOMPOCUTL TONIbKO
MOLLEHHUKMN. ECM Bbl C 3TUM CTO/IKHYNNCH, NMOKUHbTE CalT U CPOYHO
obpaTtuTech B baHK.

MHe npuwno coobuweHune o Tom, yto C6epbaHK NpoBOAUT OTEPEIO U
npepgaaraeT NpoiTu onpoc. 1 nepeweén No ccbi/ike, OTBETUAN HA
BOMPOCbI, U TENepb MeHA }XAeT npus. Mory nu a noagTsepauUTb CBOK
KapTy U NPOMU3BECTU «3aKPENUTEbHbINA NAATEX» ANA NepeyncieHmnsn
BO3Harpa)kgeHuma?

Hu B Koem cnyyae. 3To pacnpoCcTpaHeHHas CXema MOLLIEHHNYECTBa,
Koraa oT UMeHM HaHKa MOLLIEHHWKN HanpaBAAoT CCbIIKM Ha
duWwKnHrosble canTol. He nepexoanTe No NOA03PUTENbHbBIM CCbIIKAM,
npu ntoboi onnate B UHTEPHETE NPOBEPANTE aJpec caTa U BBOAUTE
AaHHble TOIbKO eCNM AOMEH TOYHO coBnagaeT ¢ opnUManbHbIM
Ha3BaHMEM CaMnTa.



& CBEPBAHK

OTBeTbl HA NONyNApPHble BONPOCHI

fl ctan cBuaerenem moweHHuyecTsa. Yto genatb?

Hanuwwute no agpecy fraud@sberbank.ru , ecan ctanu ceugetenem
Ntoboi MoLEHHUYECKON AeATeNbHOCTHN, Hanpumep:

€CNn Bbl OOHAPYXUIN CaUT C COMHUTENIbHbIMU GUHAHCOBbLIMMU
npeasioXeHnAMM,

rae MOLWeHHUKKM CKpbiBatoTca noa 6peHaom CbepbaHKa U BBOAAT B
3abnyaeHne noTpebutenen;

ecnm Bam npuwno nogosputenbsHoe CMC coobueHune, Akobbl oT 6aHKa,
0 NpoBeAeHMN onepaunm n TpeboBaHNeM NO3BOHUTD;

€C/IM BaM 3BOHWIM MOLLUEHHUKM M MbITaZINCb NONYYUTb NEPCOHA/IbHbIE
[aHHblIE;

€C/IN Bbl NOIYYNNU COMHUTENBbHOE NMUCbMO, BO3MOXKHO coepiKallee
BMPYC UK CCbIJIKY HA UCTOYHUK PacnpoCcTpaHeHUs BUPYCa;

€C/IM BaM U3BECTHbl HOMEpPA KapT, UCMO/Ib3yeMble MOLIEHHUKaMM ANs
XULLLEHUA AEHET;

€CNu Bbl OOHAPYKUIN YA3BMMOCTb Ha OAHOM M3 MyBANYHbIX OHNANH-
cepBucoB CbepbaHKa: CbepbaHk OHNanH, CbepbaHk brusHec OHNanH
caunt sberbank.ru v gpyrux.



NMonynapHblie BONPOCHI

Bcé o knbepbesonacHocTm

% CBEPBAHK

OTBeTbl HAa NonNynspHbie BOMNPOCHI

fl notepAan cBoto 6AHKOBCKYIO KapTy. YTo MHe genatb?

Ecnun Bbl noTepsann KapTy AN Nogo3peBaeTe, YTO Ball CYET aTaKytoT
MOLUEHHWUKN, CPOYHO €€ 3abnoKkupymTe. A 3TOro No3BoHUTE B
KOHTaKTHbIM LeHTp CbepbaHKa Ha Homep 900 c mobunbHOro TenedoHa.
Nnn 3anaute B MHTEpPHET-0aHK MM MobuabHoe npunoxeHne CoepbaHkK
OHNaH — HaMAUTE HYXKHYIO KapTy U HaXXMmuTe «3ab/10KMpoBaTb»
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